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1 Ringkasan Umum

1.1 Pendahuluan

Aplikasi Remote Access JONEC atau JONEC Agent adalah Aplikasi atau sarana elektronik
yang digunakan untuk mendukung operasional sarana JONEC secara Remote atau
dilakukan dari area luar kantor/data center milik Anggota Bursa (AB).

Tujuan Aplikasi JONEC Agent adalah untuk memberikan kemudahan dalam proses
implementasi dan operasional prosedur Remote dengan mengedepankan prinsip keamanan
(Secure) untuk kepentingan Bursa Efek Indonesia (BEI) dan AB, dan agar prosedur yang
dijalankan dapat memenuhi ketentuan dan aturan tata kelola proses perdagangan di Bursa
Efek Indonesia.

Aplikasi JONEC Agent terdiri dari 2 Aplikasi yaitu Aplikasi JONEC Agent yang dipasang di
Terminal Remote Access (Aplikasi JONECAgentClient) dan Aplikasi JONEC Agent yang
dipasang di Server JONEC (Aplikasi JONECAgentServer).

1.2 Ketentuan Umum Aplikasi JONEC Agent Linux

1) Pengguna Aplikasi JONEC Agent adalah AB yang telah menerima Lisensi Aplikasi
JONEC Agent melalui email yang dikirimkan kepada alamat email Personal AB (IT
Officer AB) yang ditunjuk oleh AB dengan format file yang dikirimkan
License.[brokerCode] [nn].txt contoh untuk PT. Cakratech Sekuritas Indonesia
dengan Kode Broker (VB) file yang dikrimkan adalah License.VB 01.txt ke alamat
email IT Officer dari VB.

2) Informasi pada File Lisensi yang dikirimkan meliputi:
a. BrokerCode :[VB_01]
b. Broker Name :[CAKRATECH SECURITIES INDONESIA]
c. Serial Number : [XMG12S3P8HKPMGV02K1Z]

3) Aplikasi dan/atau dokumentasi terkait Aplikasi JONEC Agent dapat diunduh melalui
alamat laman URL <http://www.idxdata3.co.id/DistributionKIT/Stimulus_RSA/>

4) Unduh file remoteaccessJONECLinux.zip.
Nama File Installer Aplikasi JONEC Agent Linux terdiri dari empat file yaitu:
» “installJONECAgentServer8.4.sh” untuk JONECAgentServer8.4 - Eltrader 8.4
=  “installJONECAgentClient8.4.sh” untuk JONECAgentClient8.4 - Eltrader 8.4
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5)

6)

7)

8)

9)

Daftar Port yang digunakan oleh aplikasi JONEC Agent antara lain:

Port Keterangan Port

5678 Komunikasi RMI antara JONEC Agent Server dengan Flow
Monitor dan Engine View di JONEC Agent Client.

5679 Komunikas FILE_ REMOTE antara JONEC Agent Server dengan
Flow Monitor dan Engine View di JONEC Agent Client.

3099 Komunikasi antara JONEC Agent Server dengan JONEC Agent
Client.

2099 Komunikasi antara host JONEC Agent Server dengan RSA Ace
Gateway IDX.

4099 Komunikasi antara JONEC Agent Server dengan JONEC Agent
Client untuk file transfer.

Terminal Remote Access adalah sarana yang digunakan untuk pengoperasian
Aplikasi JONEC Agent Client yang terkoneksi dengan Server JONEC.

Server JONEC adalah Server dimana Aplikasi JONEC terpasang di AB dan akan
digunakan sebagai saran untuk menjalankan Aplikasi JONEC Agent Server.

Spesifikasi OS untuk Terminal Remote Access sebagai berikut:
OS Linux :

+ Red Hat Enterprise Linux Server release 8.4 (Maipo) keatas

+ CentOS 8.4 keatas

Khusus untuk JONECAgentClient8.4 maupun JONECAgentClient8.4 harus ada
xwindow GUI, misal : GNOME.

ELTRADER FIX Version 8.4 untuk FIX 4.2 dan ELTRADER Version 8.4 untuk FIX
5.0
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2 Panduan Instalasi

2.1 Instalasi Aplikasi JONEC Agent Server

Aplikasi JONEC Agent Server adalah aplikasi yang di install di lokasi Server JONEC AB.
Skenario Kode AB adalah VB
Berikut langkah-langkah instalasi aplikasi :

1) Lakukan extract File “remoteaccessJONECLinux.zip” yang telah diunduh
sebelumnya dan simpan di lokasi host Server JONEC dengan user root pada directori

/opt

2) Sebelum melakukan Instalasi pastikan Aplikasi JONEC sudah dalam kondisi Off (tidak
aktif).

3) Untuk instalasi JONECAgentServer8.4, dengan user root, lakukan berturut-turut :
cd /opt
Unzip file remoteaccessJONECLinux.zip dengan comand :
unzip remoteaccessJONECLinux.zip
A. Eksekusi file install JONECAgentServer8.4.sh, dengan cara :

dos2unix installJONECAgentServer8.4.sh && chmod +x
Jinstall JONECAgentServer8.4.sh&& .finstall IONECAgentServer8.4.sh

setelah tampilan layar License Agreement.

Klik tombol Y/y untuk melanjutkan instalasi. Setelah tampilan gambar berikut. Isikan
berturut-turut Broker Code, Broker Name dan Serial Number .
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Isikan IP Address dengan opsi yang diberikan, lalu tekan Enter.

Berdasarkan dari Script meliputi EltService dan JONECStartup yang ada pada masing-
masing instance.

Contoh Instance JONECMain.

Id Script Name Script Type Script Desc Script Path App Mame
1JOMNECStartupVB  JOMECStartup  |IOMECStartupVB  |/opt/JOMECE4-DCL/linuxEé4/binjONECStartupVvB. sh IONECMain
2OMECStartupVX  JOMECStartup  [JONECStartupV  |foptJJONECE4-DC1/linuxE4/binjONECStartupW¥.sh |JONECMain
3|ELTService ELTService ELTService [optJONECS84-DCL/linuxE4/bin/ELTService, sh IOMECMain

Contoh Instance JONECDRC.

Id| Script Name Script Type Script Desc Script Path App Name
4[JOMECStartupVE IOMECStartup [JOMECStartupWE |[fopt/IONECE4-DC2/linux64/binjONECStartupvB.sh  [JONECDRC
S[OMECStartuphi IOMECStartup [JONECStartupWX |fopt/IONECE4-DCZ/linuxG4/binflONECStartupW¥.sh [JONECDRC
GIELTSemnvice ELTService ELTService foptONECB4-DC2/linuxE4/bin/ELTService,.sh UOMECDRC

4) Langkah-langkah pengisian List JONEC dapat dilihat pada contoh layar sebagai
berikut:

Target File agar disesuaikan dengan Folder yang JONEC di masing-masing Server
JONEC AB.

Contoh JONECMain:

JONEC Folder : lopt/JONEC84-DC1.

File ELT Service . /opt/JONEC84-DC1/linux64/bin/ELTService.sh

File JONEC Startup : /opt/JONEC84-DC1/linux64/bin/JONECStartupVB.sh dan
/opt/JONEC84-DC1/linux64/bin/JONECStartupVX.sh

5) Untuk mendaftar JONECDRC. Lakukan dengan langkah-langkah yang sama halnya
pada saat mendaftar JONEC Main

Contoh JONECDRC:
JONEC Folder : Jopt/JONEC84-DC2.
File ELT Service : lopt/JONEC84-DC2/linux64/bin/ELTService.sh
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File JONEC Startup : /opt/JONEC84-DC2/linux64/bin/JONECStartupVB.sh dan
/opt/JONEC84-DC2/linux64/binfJONECStartupVX.sh

Isikan berturut-turut dari input yang diminta, sehingga seperti tampak dalam gambar
berikut ini.

Yang perlu diperhatikan, untuk mengakhiri isian input JONEC Startup urutan ke-n,
biarkan kosong dan tekan Enter.

Isikan Remote IP Address tersebut , tekan Enter dan instalasi JONECAgentServer8.4
selesai.

2.2 Instalasi Aplikasi JONECAgentClient8.4

Aplikasi JONEC Agent Client adalah aplikasi yang di install di lokasi Terminal Remote AB.
Skenario Kode AB adalah VB.
Berikut langkah-langkah instalasi aplikasi:

1) Lakukan extract File ‘“remoteaccessJONECLinux.zip” vyang telah diunduh
sebelumnya dan simpan di lokasi host remote access JONEC dengan user root pada
directori :

lopt

2) Sebelum melakukan Instalasi pastikan Aplikasi JONECAgentClient8.4 sudah dalam
kondisi Off (tidak aktif).

3) Untuk instalasi JONECAgentClient8.4, dengan user root, lakukan berturut-turut :
cd /opt
Unzip file remoteaccessJONECLinux.zip dengan comand :
unzip remoteaccessJONECLInux.zip

B. Eksekusi file install JONECAgentClient8.4.sh, dengan cara :
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dos2unix install JONECAgentClient8.4.sh && chmod +x
JinstallJONECAgentClient8.4.sh && ./install JONECAgentClient8.4.sh

setelah tampilan layar License Agreement.

4) Klik tombol Y/y untuk melanjutkan instalasi. Setelah tampilan gambar berikut. Isikan
berturut-turut Broker Code, Broker Name dan Serial Number

> Serial NHumber

INDONESIA

5) Berikutnya , untuk setting IP Address. Isikan Local IP Address pc remote access dan
Server IP Address adalah lokasi IP Address JONECAgentServer8.4.
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6) Selanjutnya, isikan user name yang berhak
JONECAgentClient8.4

untuk mengakses

aplikasi

Tekan Enter dan instalasi JONECAgentClient8.4 selesai.
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3 Panduan Penggunaan

3.1 Penggunaan Aplikasi JONECAgentServer8.4

Setelah proses Intalasi Aplikasi JONECAgentServer8.4 berhasil dilakukan.
Fitur yang terdapat pada Aplikasi JONECAgentServer8.4 yaitu:
Start Aplikasi JONECAgent Server8.4 dan Stop Aplikasi JONECAgentServer8.4.
1) Start JONECAgentServer8.4
Dapat dilakukan dengan cara, sebagai user root. Lakukan langkah-langkah berikut ini :
- cd /opt/JONECAgentServer8.4
- ./start.sh [lalu tekan Enter]
2) Stop JONECAgentServer8.4
Dapat dilakukan dengan cara, sebagai user root. Lakukan langkah-langkah berikut ini :

- cd /opt/JONECAgentServer8.4

- ./stop.sh [lalu tekan Enter]

3) Pengecekan Instalasi JONECAgentServer8.4

Untuk melakukan pengecekan Instalasi JONECAgentServer8.4 dapat dilakukan dengan
cara yaitu:

a. ps -aux|grep Dari Services, bisa di cek apakah service JONECAgentServer8.4
dalam status Running atau tidak.

b. Dari command netstat melalui command line:

netstat -an|grep 3099
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3.2 Penggunaan Aplikasi JONECAgentClient8.4

Setelah proses Instalasi Aplikasi JONECAgentClient8.4 berhasil dilakukan. Lokasi aplikasi
direktori ada di : /opt/JONECAgentClient8.4

Untuk dapat me-running aplikasi JONECAgentClient8.4, silahkan login dengan username
yang telah ditentukan pada saat instalasi melalui aplikasi ultraviewer( untuk akses RHEL)
atau vncviwer untuk akses CentOS.

Pada contoh, digunakan ultraviewer dan akses RHEL 8.4
3.2.1 Menjalankan Aplikasi

1) Setelah berhasil login, lakukan berturut-turut :

cd /opt/ JONECAgentClient8.4/linux64/bin
JJACIlientTray.sh [lalu tekan Enter]

8 ocathostlocakdomain! (onec) - o x
SEBSRLLO00T 1921605610159~

Q.

2) Selanjutnya akan tampil dilayar berikut ini. Klik pada icon > di pojok kanan bawah.
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| {8 tocathostlocaldomain:1 (cjonec) - o x
em@uzEl003

Filek Edt View Search Terminal Help

[cjonec@localhost bin]$ cd /opt/JONECAgentClientB.4/1inux64/bin/

[cjonec@localhost bin]$ ./JAClientTray.sh

JONECAgentClient8.4-TrayApp

SLF4): Failed to load class “"org.slf4].impl.StaticLoggerBinder”.

SLF4): Defaulting to no-operation (NOP) logger implesentation

SLF4): Sae http://www.sLf4].org/codes.html#StaticloggerBinder for further details.

192.160.56.100:59(  ~

Pilih icon

- 0o x

T
[ —p—

192,160.56.101:59(

ONEC Agent

h App to

JONEC Process

EngineView

LogAnalyzer
RSAClient

HouseKeeping

Audit Event

Admin

CAKRATECH SECURITIES

Signed In: -

Login date: -

Quit

nfig] Bl [<jonec@localhostfopt/ JONECA cjonec@locathastfopt/ JONECA... 1/4 ©.
>

Catatan:
Tampilan dapat berbeda pada setiap laptop atau pc, OS RHEL/CentOS dengan tipe masing-

masing xwindow yang dipakai .
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3.2.2 Menjalankan Fitur/Menu Aplikasi JONECAgentClient8.4
Berikut cara menjalankan Fitur/Menu pada Aplikasi JONECAgentClient8.4

3.2.2.1 Connect to JONEC Agent
Connect to JONEC Agent bertujuan untuk melakukan koneksi dari JONECAgentClient8.4 ke

JONECAgentServer8.4.
1) Kilick Connect to JONEC Agent. Selanjutnya akan muncul tampilan Logon User

ID dan Password.

8 o

((((((( - o x

192,160.56.100:59(  ~

2) Selanjutnya masukkan User ID: admin dengan default Password: admin (contoh)
kemudian Klick tombol “OK”.
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] - o x
192,168.56,100:59(  *

nsg => jaMessageType: GREETING

C config] B [cjonec@localhost Jopt/ JONECA [l cionec@locathost/opt/ JONECAG... 1/4 ©
o | 9.

3) Selanjutnya masukkan User ID: admin dengan default Password: admin (contoh)
kemudian Klick tombol “OK”. Pada kali pertama login dengan user : admin ada
keharusan untuk mengganti password. Silahkan ganti password yang lama :
admin dengan New Password sesuai dengan password yang diinginkan dan
ulangi input New Password tersebut pada isian Re-type New Password.

Jika isian Re-type New Pass tidak sama akan muncul tampilan pop up message :

@ tocalhostlocaldomain:1 (cjonec) - 0o x
o

SEBSRLLO00T 1921605610159~

1
8e-bdl1-7e7b6db31d27"
rd!

jaMas:
> J3MaSSE AN new Pass 1 Re-type New Pass

New Password

Re.type New Password

INC config] Bl [cjonec@localhost Jopt/ JONECA Bl cionec@localhost/opt/ JONECAG... 1/4 O
| =~

PANDUAN INSTALASI & PENGGUNAAN- APLIKASI JONEC AGENT



Ulangi sampai sama untuk isian NewPassword dan Re-type New Password.
Berikutnya , ulangi proses Connect to JONEC Agent dengan user admin dan
password yang baru, kemudian tekan OK.

@ tocalhostlocaldomain:1 (cjomec) - [s] x
SEBSRLO00T
File Edt View Search Tergnal Help
scriptType: "JONECStartup"
scripthame: "JONECStartupVX*
scriptDes ONECStartupVX”
scriptPath: "/opt/JONEC84-DC2/11nux64/bin/JONECSTartupVX.sh"
appName: "JONECDRC"
}

userTypa: 1

appConfig {
maxUser: 3
maxIP: 3
enableDailyStartProcess: true
dailyStartProcess: 2706668
enableDailyHousekeepingDatalog: true
dailyHousekeepinabatalog: 30386600

}

}

(java:17492) : Gtk-CRITICAL **: gtk _widget_destroy: assertion 'GTK_IS WIDGET (widgat)' failed

(java:17492) : Gtk-CRITICAL **: gtk_widget_destroy: assertion 'GTK_IS_WIDGET (widget)' failed

(java:17492) : Gtk-CRITICAL **: gtk widget destroy: assertion 'GTK_IS WIDGET (widget)' failed
2 6,293 INFO {.c.i.].a.c.g.JACUientTray [nioEventLoopGroup-5-1) systesInfos.size(): ©
20:41:66,294 INFO 1.c.i.].a.c.q.JACUentTray (nioEventloopGroup-5-1] latestikInfo: actionBy: "systes/scheduler”

hkDate: 1604305500024
“data_20201102_681.21p"
ogs_26201102_661.21p"

Sebagai indikator VB - JONEC Agent Client Connected, icon JONECAgentClient8.4

#)

. akan berubah warna menjadi hijau dan informasi Signed In: admin dan Login
Date

R
| B8 ocatnostocaidomaint (Goneq - o x

[192.158.56.

cjonec AgentClients.

1nux64/bin/IONECStartupVe .sh

Linux64/bin/JONECStartupVX .sh

JONECMain - JONECMain

Switeh App to

y [nioEventLoopGroup-4-1] systemInfos
{nicEventLoopGroup-4-1] latestHkInfo: actionBy: “system/scheduler

Admin
TECH SECURITIES INDONESIA (VBO1)

In: admin
3 November 2020 20:38:36
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3.2.2.2 JONEC Process

Pada fitur/menu JONEC Process terdapat dua sub menu:

[ @ tocanortsocaigom
sMBZELI00T ’ i
=]

File Edt View Search Terminal Help
cmdType: 6
}

08:35:59,186 INFO 1.c.i.j.a.c.9.JACUientTray [nioEventLoopGroup-2-1] msg => jaMessageTypa: PROC_SYSTEM_INFQ
IprocSystemInfo {
: "JONECMain®
~JONECStartupyX"
~JONECStartup”
procStatus: 1

159,187 INFO i.c.i.j.a.c.g.JAClientTray [nicEventLoopGroup-2-1] procSystemInfo: appName: “JONECMain®
Vi

1 "JONECStartup
procstatus: 1

59,188 INFO 4.c.i.j.a.c.g.JACLientTray [nicEventLoopGroup-2-1] true
59,192 INFO 1.c.1.].a.c.g.JACUientTray [nioEventLoopGroup-2-1] Call constructor ProcessMonitorTerminal with a !
JONECMain, procName: JONECStartupVX
59,193 INFO L.c.i.j.a.c.g.JAClientTray [pool-4-thread-1] Run procName: JONECStartupVX Disconnect from JONEC Agent
:36:14,784 INFO i.c.i.].a.c.g.)AClientTray [SystemTrayEventDispatch-1] Call constructor ProcessMonitorTerminal wi
th procName: EngineView JONECMain - JONECMain
o8

14,785 INFO 1.c.i.j.a.c.g.JACLientTray [pool-S-thread-1] Run procName: EngineView s B

ELTService
JONECStartupVe
JONECStartupVX

EngineView
LogAnalyzer
RSACUent
Houseeeping
Audit Evant

Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

3.2.2.2.1 JONEC Process — ELTService

1) Klick JONEC Process - ELT Service - Start ELT Service untuk melakukan start
ELTService.sh

{8 wcalhostiocaldomain:1 (cjonec) - o x

sEBTHLIO00TF

AgentClient8.

File Edit View Search Terminal Help
[sessionld: “7293dadé-a7ca-4ddd-bl
sendingTime: 1604454086452
systenConmand {

appNama: “JONECMain®
procNama: “ELTSarvice"
cmdType: 1

08:41:25,496 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: PROC_SYSTEM_INFO
procsysteninfo {

apphame: “JONECMain”

procName: “ELTService"

procType: “ELTService"

procStatus: 0

125,498 INFO 1.c.i.j.a.c.0.JACLient Tray (nioEventLoopGroup-2-1]
“ELTService
“ELTService"

procSystenInfo: appNase: "JONECMain®

Disconnect from JONEC Agent

a.c.g.JAClientTray [nioEventLoopGroup-2-1] eltServicelp: false JONECMain - JONECMain
a

c
.a.c.9.JAClientTray [nioEventLoopGroup-2-1] true

Switch App to

JONECStartupVe
JONECStartupVX

EngneView

LogAnalyzer
RSACUent
HouseKeeping
Audit Evant
Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In- admin
Login date: 4 November 2020 08:34:39

Quit

2) Selanjutnya muncul “Dialog Box” lalu Klick tombol “Yes”
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(@ kocalhostiocaldomain: 1 (cjonec) - o X

3 W H

cjonec@localhost:/opt/ JONECAgentClients.4 linux64 bin

Filo Edt Vi
[sessionld: “7293dadé-a7ca-4ddd-bb33-455506228069 "
sendingTime: 1604454086452
systenConmand
appNama: “JONECMain®
procNama: “ELTSarvice"

cmdType: 1
}

parch  Terminal Hel

08:41:25,496 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: PROC_SYSTEM_INFO
procsysteminfo {
apphame: “JONECMain”
procName: *
procType: “ELTService"
procStatus: 0

JONEC Remote Process

68:41:25,498 INFO 1.c.i.j.a.c.0.JACLientTray [nioEventLoopGroup-2-1] procSyste
procName: “ELTService"
procType: “ELTService"
jprocStatus: @

. Are you sure to Start ELTService Process

06:41:25,498 INFO 1.c.1.j.a.c.0.JAClientTray [nioEventLoopGroup-2-1] eltService
68:41:25,499 INFO 1.c.1.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] true

(@ tocalhostiocaldomain: 1 (cjonec) - o X

sEBTRLIO00TT

“AgentClients.

File Edt View Search Terminal Help
appName: “JONECMain®
procName: “ELTService"
cmdType: 8

}

66:44:32,761 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessagaType: PROC_SYSTEM_INFO
o rocsystaninfo {

appNama: “JONECMain®

procName: “ELTService”

procType: “ELTService"

procStatus: 1

68:44:32,701 INFO i.c.i.j.a.c.g.JAClientTray [nicEventlLoopGroup-2-1] procSystemInfo: appName: “JONECMain®
lprocName: “ELTService"

orocType: “ELTService"

orocstatus: 1

32,701 INFO 1.c.i.j.a.c.g.JACLientTray [nicEventLoopGroup-2-1] eltServicelp: true

2,702 INFO 1.c.1.j.a.c.g.JACLientTray [nioEventLoopGroup-2-11 true

2,763 INFO 1.c.1.].a.c.g.JACLientTray [nioEventLoopGroup-2-1]1 Call constructor ProcessMonitorTerminal with a
;!

Disconnect from JONEC Agent

JONECMain, procName: ELTService JONECMain - JONECMain

132,784 INFO i.c.i.j.a.c.g.JAClientTray [pool-6-thread-1] Run procName: ELTService

H
3

Switch App to

Stop ELTService Process JONECStartupVe
Show Console JONECStartupVX

EngineView
LogAnalyzer
RSAClient
HouseKeeping
Audit Evant
Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

PANDUAN INSTALASI & PENGGUNAAN- APLIKASI JONEC AGENT




3.2.2.2.2 JONEC Process — JONECStartup

1) Klick JONEC Process - JONECStartupVB - Start JONEC StartupVB process untuk
melakukan start JONECStartupVB.sh

(@ tocathostiocaldomain: 1 (cjonec)

aMBELI00TT

AgentClient8.

File Edt View Search Terminal Help
appName: “JONECMain®

procName: “ELTService"

cmdType: 0

66:44:32,761 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessagaType: PROC_SYSTEM_INFO
o rocsystanInfo {

appNama: “JONECMain®

procName: ELTService"

procType: “ELTService"

procStatus: 1

68:44:32,701 INFO i.c.i.j.a.c.g.JAClientTray [niocEventlLoopGroup-2-1] procSystemInfo: appName: “"JONECMain®
lprocName: “ELTService"

orocType: “ELTService"

orocstatus: 1

2,761 INFO 1.c.i

¢.g.JAClientTray [nicEventLoopGroup-2-1] eltServicelp: true
2,702 INFO 1.c 9.JACUentTray [nicEventLoopGroup-2-1] true
2,703 INFO 1.c.1.].a.c.g.JACLientTray [nioEventLoopGroup-2-1]1 Call constructor ProcessMonitorTerminal with a
JONECHain, procName: ELTService

,764 INFO 1.c.1.].a.c.0.JACUientTray

Disconnect from JONEC Agent

JONECMain - JONECMain

[oonian:
68:44:32 [pool-6-thraad-1] Run procName: ELTSarvice S N
]

° EngineView
LogAnalyzer

RSACUent

Start JONECStartupVB Process JONECStartupVX

HouseKeeping

Audit Event

Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

2) Selanjutnya muncul “Dialog Box” lalu Klick tombol “Yes”

(@ tocathostiocaldomain: 1 (cjonec)

sMBELIO00TT

T

jonec@localhost AgentClients.

Fle Edit View  Search Termioal Hol
66:47:39,390 INFO 1.c.1.j.a.c.JACLient [SysteaT. spatch-1] b. = ype: SYSTEM_COMMAND
sessionld: *7293dadd-a7ca-4ddd-bb33-455506226069"
sendingTima: 1604454450390
systenConmand {

sppNama: “JONECMain”

procNama: “JONECStartupVB"

cadType: 1

| i

08:47:35,412 INFO i.c.i.j.a.c.g.JACLientTray [nioEventLoopGroup-2-1] msg => jaMessageType: PROC_SYSTEM_INFO
lprocSystemInfo {
appName : “JONECMain"

procName: “JONECStartupVB"
procType: "JONECStartup"
procStatus: G JONEC Remote Process

' Are you sure to Start JONECStartupVe Process

(=] (e |

06:47:35,414 INFO 1.c.i
lorocNane: “JONECStartup)
[orocType: “JONECStartup’
procStatus: 0

a.c.g.JACLientTray [nicEventLoopGroup-2-1] procSys|

68:47:35,416 INFO 1.c.1.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] true

3) JONEC Main - JONECStartupVB , untuk versi Linux console tidak akan aktif.
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{8 wcalhostiocaldomain:1 (cjonec) - 0 X

sWBCHELIO00TT

AgentClient8.

File Edit View Search Terminal Help
systenConmand

“JONECStartupVB"

cmdType: 0

08:48:55,686 INFO i.c.i.j.a.c.g.JAClientTray [nicEvantLoopGroup-2-1] msg => jaMessageType: PROC_SYSTEM_INFO
procSystemInfo {

appName: “JONECMain”

procName: “JONECStartupVe"

procType: “JONECStartup"

procStatus: 1

08:48:55,687 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] procSysteminfo: appName: "JONECMain®
procName: “JONECStartupVB"

procType: “JONECStartup"

procStatus: 1

Disconnect from JONEC Agent

06:48:55,687 INFO 1.c.1.].a.c.g.JACLientTray [nioEventLoopGroup-2-1] true
.g.JACUientTray [nioEventLoopGroup-2-1] Call constructor ProcessMonitorTerminal with a

JONECMain - JONECMain

9:48.55.689 INFO {.c.1.j.a.c.0.JAClientTray [pool-8-thraad-1] Run procName: JONECStartuoVB l SuH

ELTService

©

EngineView
LogAnalyzer

Stop JONECStartupVB Process JONECStartupVX

Show Console

RSACUent
HouseKeeping
Audit Event
Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

14 @),

>

Untuk mengecek kalau ELTService dan JONECStartupVB sudah aktif bisa di cek silang
pada host JONECAgentServer8.4 dengan perintah : ps -aux|grep JON , dan user root.

4) Ulangi langkah 1 dan langkah 2 untuk melakukan start JONECStartupVX.sh

@ tocathostlocaldomain: 1 (cjonec) - =] X

MBS ELI00T

AgentClient3.

File Edt View Search Terminal Help
systemConmand {
sppName: “JONECMain”
procName: “JONECStartupVx"
cmdType: @
}

08:51:26,868 INFO i.c.i.j.a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: PROC_SYSTEM_INFO
procsystenInfo {

appName: “JONECMain”

procName: “JONECStartupVx"

procType: “JONECStartup”

fjocstatus: 1
i

08:51:26,861 INFO i.c.i.j.a.c.g.JAClientTray [nicEventLoopGroup-2-1] procSystemInfo: appName: "JONECMain®
procName: “JONECStartupVX"

procType: “JONECStartup"

procstatus: 1

6,861 INFO 1.c.i.j.a.c.g.JACLientTray [nioEventLoopGroup-2-1] true Disconnect from JONEC Agent
6,862 INFO 1.c.1.j.a.c.g.JACUientTray [nioEventLoopGroup-2-1] Call constructor ProcessMonitorTerminal with a
JONECMain, procName: JONECStartupVx
126,863 INFO 1.c.1.].a.c.0.JAClientTray

JONECMain - JONECMain

[pool-9-thread-11 Run procName: JONECStartupVX l Switch App to

ELTService

JONECStartupVB EngneView

2] LogAnalyzer

Stop JONECStartupVX Process

RSACUent

Show Console

HouseKeeping
Audit Evant
Admin

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

14 @),
>

Cek lagi dengan perintah yang sama dengan user root pada host JONECAgentServer8.4
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Jika ingin melihat console dari masing-masing JONECStartupVB dan JONECStartupVX.
Buka 2 terminal console , pindah pada direktory /opt/JONECAgentClient8.4 dan ketik :

® ./JonecProcessExt.sh "JONECMain" "JONECStartupVB” untuk memonitor proses
JONECStartupVB dan

® ./JonecProcessExt.sh "JONECMain" "JONECStartupVX” untuk memonitor proses
JONECStartupVX

. localhost.localdomain:1 (cjonec)

SERRLLO00F

cjonec@localhost:/opt/JONECAgentClient8.4/linux64/bin

File Edit View Search Terminal Help

syst cjonec@localhost:/opt/JONECAgentClient8.4/linux64/bin

pri File Edit View Search Terminal Help

CMcijonec@localhost bin]l$ pwd
} Jopt/JONECAgentClient8.4/1inux64/bin
[cjonec@localhost binl$ ./JonecProcessExt.sh "JONECMain" “JDNECStartupUB“[

cjonec@localhost:fopt/JONECAgentClient8.4/linux64/bin

PN File Edit View Search Terminal Help

[cjonec@localhost binl$ pwd
fopt/JONECAgentClient8.4/TinuxG64,/bin
} [cjonec@localhost binl$ ./JonecProcessExt.sh "JONECMain" “JDNECStartupUX“I

B8

Setelah ke-2 command tersebut diatas dilakukan, akan tampil console JONECStartupVB
dan JONECStartupVX, seperti tampak dalam gambar berikut ini.

‘.I«almﬂ-hnldomn:!(qm«] - o X

sEBCHLIOO0T

I

Tampilan koneksi akan terkait dengan koneksi yang ada pada enginenetwork.xml dan
instance JONECMain maupun JONECDRC .
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3.2.2.3 Engine View

Menu ini digunakan untuk membuka Engine View.

1) Klick Menu EngineView - Show Console.

18 wcalhostiocaldomain:1 (cjonec) - o x

sMBTHLIO0O0TT

Engine View - Engine View

08:51:26,9)
jprocName :
orocTypa:

cjonec@localhostJopt/JONECAG... [cjonec@localhostfopt/ JONECA... [cjonec@iocaihost/opt/IONECA... | i)

> e ¥ A W

Engine View - Engine View
i8] Connection View Tools Window Help
. open Report... o

procTypajel
procStat ®1  Recent Windows

BT

o .8
th prochan
69:61:13, 9
|l
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3.2.2.4 Log Analyzer

Menu ini digunakan untuk membuka Log Analyzer.

1) Kilick Log Analyzer - Show Console.

(@ kocalhostiocaldomain: 1 (cjonec) - o X

sWMBCELI00T

Message Log Analyzer

erminal with a

torTerminal wi

ent8.4/data
torTerminal wi

- im 1

Message Log Analyzer
. ... Query Results Window Help

procTyp| Messages:

procStal [ e T [ConnectionMessageld |MsgType

Guery Specifier

Available Connections.

'VB_02_toIDX
VX 01 tolDX
VX 02_tolDX

2) Untuk Keluar dari Message Log Analyzer, klik Query — Exit
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@ Kocalhostiocaldomain:1 (cjonec)

Message Log Analyzer

[ ConnectionMessageld |MsgType

‘erminal with a

torTerminal wi

ent8.4/data
torTerminal wi

3.2.2.5 RSA Client

Pada Menu RSA Client terdapat dua submenu:

@ tocathostlocaldomain: 1 (cjonec)

eMBSELO00T

File Edit View Search Terminal Help

procType: “JONECStartup”
procStatus: 1

68:51:26,861 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] procSystemInfo: appName: “JONECMain®
procName: “JONECStartupVX

jprocType: “JONECStartup” ‘
procstatus: 1 3

126,861 INFO i.c.i.j.a.c.g.JAClientTray [nioventLoopGraup-2-1] true

6,862 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] Call constructor ProcessMonitorTerminal with a
JONECMain, procName: JONECStartupVX

6,863 INFO i.c.i.j.a.c.g.JACLientTray [pool-9-thread-1] Run procName: JONECStartupVX

:61:13,887 INFO i.c.i.j.a.c.g.JAClientTray [SystemTrayEventDispatch-1] Call constructor ProcessMonitorTerminal wi I
procName: EngineView

:61:13,888 INFO i.c.i.f.a.c.g.JAClientTray [pool-16-thread-1] Run procName: EngineView
:63:24,662 INFO 1.c.i.j.a.c.f.FTClient [SystemTrayEventDispatch-1] dataType: data, dataDate: latest I
/opt/JONECAgentCLient8.4/data "
4,752 INFO 1.c.i.j.a.c.g.JACUient Tray [SystemTrayEventDispatch-1] destFile: /opt/JONECAgentClient8.4/data

103:24,752 INFO 1.c.i.j.a.c.g.JAClientTray [SystemTrayEventDispatch-1] Call constructor ProcessMonitorTerminal wi Disgonnect from JONEC Agent
procName: LogAnalyzer

183:24,752 INFO 1.c.1.j.a.c.q.JACUientTray [SystenTrayEventDispatch-1] After Execute Log Analyzer

JONECMain - JONECMain
69:03:24,752 INFO 1.c.1.j.a.c.g.JAClientTray [pool-11-thread-1] Run procName: Loghnalyzer

Switch App to
JONEC Process
EngneView
LogAnalyzer
Show Command-Line Console
Show GUI Console Housekeaping
Audit Evant
Admin
CAKRATECH SECURITIES INDONESIA (vBQ1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

11%.©) .
>

3.2.2.5.1 Sub Menu RSA Client — Command Line Console

1) Untuk menampilkan console RSAClIient, dari direktory /opt/JONECAgentClient8.4.
Ketik ./RSAConsoleExt.sh
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' localhost.lecaldomain: (cjonec)

SEBETLOOF

cjonec@localhost:/opt/JONECAgentClient8.4/linux64/bin

File Edit View Search Terminal Help

T HAAORIC & O+ -+ 1

cjonec@localhost:/opt/JONECAgentClient8.4/linux64/bin - | O

L File Edit View Search Terminal Help

g [cjonec@localhost binl$ pwd
pl/opt/JONECAgentClient8.4/1inux64/bin

p [cjonec@localhost binl$ ./RSAConsoleExt.sh I
R

2) Setelah tekan tombol Enter :

B ccalhost.localdomain:1 (cjonec)
s m o sEl 0D
=

cjonec@localhosti/fopt/JOMNECAgentClient8.4/flLinux&4/bin

FilLe Edit Wieww Search Terminal Help

X
cjonec@localhosti/fopt/JONECAgentClient8.4/linux64/bin

File Edit Wiewr Search Terminal Help
[cionec@localhost binl$ pwd
Jopt/sIJO0OMECAgentClient8 4. Linuxs4,/bin
[cijonec@localhost binl% . RSAConscleExt.sh

RSA Client Command-Line Remote Extension
Tryinmg teo connect RSA Gateway Server IP: 122.168.56.102 Port: 222 ...

Connected to RSA Gateway Server
User Id:

3) Selanjutnya lakukan aktifitas koneksi RSA Client dengan meng-input User Id dan
Token sebagaimana biasanya.

3.2.2.5.2 Sub Menu RSA Client — GUI Console
1) Klick sub menu Show GUI Console.
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@ tocathostlocaldomain: 1 (cjonec) - o X
sEBTR.IO00T

cjonec@locathost:/opt/JONECAgentClients. 4/l

Fle Edit View Seatch Terminal Helg
ctor Pmcessﬂonierermina\ with procName:
69:11:24,793 INFO 1.:.1.j.e.c.g.JACUs¢\(7ray [pool 12-thread-1] Run procName: RSAGUI

192 168561022009 ¥

Login

2) Masukan UserlD

(@ tocalhostlocaldomain: 1 (cjonec) - o X
eEBTELI00TF E

T
cjonec@locathost:/opt/JONECAgentClients 4/l 4

Filo Edit View Seacch Terminal Helg
ctor Pm(essHoni(orTermina\ with procName:

69:11:24,793 INFO 1.(.1.j,o.c.g.JACUsn(7ray [pool 12-thread-1] Run procName: RSAGUI

RSA Client - User nput |

User Id:
(a1

3) Klick tombol “OK” untuk proses selanjutnya.
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3.2.2.6 House Keeping

Pada Fitur/Menu House Keeping terdapat 4 submenu:

3.2.2.6.1 House Keeping — Lates Info

Merupakan informasi kegiatan housekeeping yang dilakukan terakhir

18 wcalhostiocaldomain:1 (cjonec) - o x

sEBTELIO00TT

AgentClient8.

File Edit View Search Terminal Help
ctor ProcessMonitorTerminal with procName: RSAGUL
69:11:24,793 INFO 1.c.i.j.8.c.9.JAClientTray [pool-12-thread-1] Run procName: RSAGUI

Disgonnect from JONEC Agent

JONECMain - JONECMain
Switch App to

JONEC Process
EngneView
LogAnalyzer

RSAClient

Latest Housekeeping:
2 November 2020 15:25:00 by system/scheduler
Audit Evant

Housekeeping Now
>
Get Data Latest A

Get Data History/Backup CAKRATECH SECURITIES INDONESIA (VBQ1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

3.2.2.6.2 House Keeping — Now

Fitur untuk melakukan housekeeping.

{8 wcalhostiocaldomain:1 (cjonec) - 0o x

sMBTELIO0TF

AgentClient8.

File Edit View Search Terminal Help
ctor ProcessMonitorTerminal with procName: RSAGUL
69:11:24,793 INFO 1.c.i.j.8.c.9.JAClientTray [pool-12-thread-1] Run procName: RSAGUI

Disconnect from JONEC Agent

JONECMain - JONECMain
Switch App to

JONEC Process

EngneView
LogAnalyzer

RSACUent

Latest Housekeeping:
2 November 2020 15:25:00 by system/scheduter
Audit Event

Admin
Get Data Latest

Get Data History/Backup CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit
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3.2.2.6.3 House Keeping — Get Data Latest
Fitur untuk meng-copy direktori data dan log dari JONEC Agent Server.

localhostocaldomain:1 (cjonec) - 0o x
Gonec)

eMBSELI00T

AgentClient8.

File Edit View Search Terminal Help
ctor ProcessMonitorTerminal with procName: RSAGUI
[69:11:24,793 INFO 1.c.i.j.6.c.0.JACLientTray [pool-12-thread-1] Run procName: RSAGUI

Disconnect from JONEC Agent

JONECMain - JONECMain
Switch App to

JONEC Process

EngineView
LogAnalyzer

RSACUent

Latest Housekeeping:
2 November 2020 15:25:00 by system/scheduter

Audit Event

Housekeeping Now
B Admin >

Get Data History/Backup' CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

3.2.2.6.4 House Keeping — Get Data History/Backup

Fitur yang digunakan untuk meng-copy histori direktori data dan log dari JONEC Agent
Server berdasarkan pilihan tanggal.

18 wcalhostiocaldomain:1 (cjonec) - o x

sEBTELIO00TT

AgentClient8.

File Edit View Search Terminal Help
ctor ProcessMonitorTerminal with procName: RSAGUL
69:11:24,793 INFO 1.c.i.j.8.c.9.JAClientTray [pool-12-thread-1] Run procName: RSAGUI

Disconnect from JONEC Agent

JONECMain - JONECMain
Switch App to

JONEC Process
EngneView
LogAnalyzer

RSACUent

Latest Housekeeping:
2 November 2020 15:25:00 by system/scheduter

Audit Evant
Housekeeping Now

Admin >
Get D:

CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit
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@ Kocalhostiocaldomain:1 (cjonec)

SEBCELIO00T
e

cjonec@tocalhosti/opt/JONECAgentCliants A/ linux64 bin

File Edit View Seacch Terminal Help

ctor ProcessMonitorTerminal with procName: RSAGUT

69:11:24,793 INFO 1.c.i.j.8.c.9.JAClientTray [pool-12-thread-1] Run procName: RSAGUI

Directory [ data

3.2.2.7 Audit Event

Fitur untuk Audit Event, event log monitoring untuk keperluan audit

@ tocathostlocaldomain: 1 (cjonec)

eMBSELI00T

AgentClient8.

File Edit View Search Terminal Help
ctor ProcessMonitorTerminal with procName: RSAGUI
[69:11:24,793 INFO 1.c.i.j.6.c.0.JACLientTray [pool-12-thread-1] Run procName: RSAGUI

Disconnect from JONEC Agent

JONECMain - JONECMain
Switch App to

JONEC Process
EngineView
LogAnalyzer
RSAClient
HouseKeeping
Search Audt Event Logs

Admin >
CAKRATECH SECURITIES INDONESIA (v801)

Signed In: admin
Login date: 4 November 2020 08:34:39

Quit

140 .
>

Dari menu Audit Event ini bisa kita query Event Log berdasarkan User Id, Start Date dan
End Date.
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(@ kocalhostiocaldomain: 1 (cjonec) - o X
sEBRLO00T
o —

N cjonec@tocalhosti/opt/JONECAgentCliants A/ linux64 bin

File Edit View Seacch Terminal Help

eventRemark: “Client admin - Connect"

auditEvent {
principal: "admin®
eventDate: 1604455147185
eventType: "PROCESS JONECMain - JDMECStartUpV)(“
eventRemark: "Client admin - Connect

}
auditEvent {
principal: “admin"
eventDate: 1604455180906
eventType: "SEND_JONEC_COMMAND"
eventRemark: "JONECStartupVX - eng lc"

auditEvent {

principal: "admin" Audit Event Log.
eventDate: 1604455186433
eventType: "SEND_JONEC_COMMAND" Userid |
eventRemark: “JORECStartupVB - eng lc* S et oats basiooss
Principal Evert Type Remark
JLOGON - LOGON_SUCCESS |a|

[ONECMain - ELTSeN...
PROCESS JONECMain - EI.YS!W
ICESS JONECH

- Start Process

O
PnocsssJoNE(an o
ROCEsS i chmin JONEC
PROCESS JONECMain - JONECS
PROCESS JONECMain - JONECSL... Stopped
PROCESS ONECHain  ONECSE...Clert sorn
ROCESS JONECMain - JONECST...[Stoy

ROCESS |ONEC el CheCe

-Start Process

Stop Process

drmin - Stop Process

op;
(Cliet admin - Stop Prouss
...[Cllent admin - Start Proc

ROCESS JONECMain - EL
ROCESS JONECMain - ELTSenv.

ROCESS JONECMain

ROCESS JONECMaIn - JONECSE.

PRO(ESS Ocish -l C:
C

Main -

(Client admin - Start Process
ed

o s 1ousc ain

PROCESS JONECMain - JONECSL. . [Started
|PROCESS JONECMain - JONECS. . [Cllent admin - Start Process
PROCESS JONECMain - JONECS..
IPROCESS IONECMain - [ONECSL...

2020, tarte
202021, lient admin - Connect

3.2.2.8 Admin
Pada fitur/menu Admin terdapat 4 submenu:

@ tocathostiocaldomain: 1 (cjonec) - o X

3 WG ()

AgentClient8.

File Edit View Search Terminal Help
eventRemark: “Client admin - Connect"

auditEvent {
principal: “"admin"
avantData: 1604455147185
eventType: "PROCESS JONECMain - JDNECS(artupVK"
aeventRemark: "Client admin - Connect

auditEvent {
principal: "admin"
eventDate: 1604455180906
eventType: "SEND_JONEC_COMMAND"
eventRemark: “JONECStartupVX - eng lc"

}
auditEvent {
principal: "admin®
eventDate: 1604455186433
eventType: “SEND_JONEC_COMMAND"
eventRemark: “JONECStartupVB - eng lc*

Disconnect from JONEC Agent

JONECMain - JONECMain

Switch App to
JONEC Process
EngineView
LogAnalyzer
RSAClient
Houseeeping

Audit Event

Manage IP

CAKRATECH SECURITIES INDONESIA (VBO1)

Manage App Instance
Signed In: admin

lnage Ao Schiedter Login date: 4 November 2020 08:34:39

Quit

3.2.2.8.1 Admin-Manage User

Fitur untuk keperluan pengelolaan user yang diberikan akses untuk login JONEC Agent

Client.

Pengelolaan User antara lain: Add User, Reset Password User dan Delete User.
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@ kocalhostiocaldomain: 1 (cjonec) - o X

sEBRLO00T

cjonec@localhost//opt/JONECAgentCliants. A/linux64 bin
File Edit View Seacch Terminal Helg

eventRamark: “JONECStartupVB - eng lc*
}

69:19:34,642 INFO 1.c.1.].a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
loNSE

sendingTime: 1604456372675
usert.istResponse {
status: 0
userlnfo {
id: 2
user: "admin®
userType: 1
groupCode: "VB_61"
needChangePassword: false
islock: false
num0fFailedAuth: @
lastFailedAuthDate:
passExpiredDate: O

User List

°

Userid | |
id_| Userid | Admin [Group Co..|Need Cha.. Lock
Mol "] ]

| Add User
Reset Password User
Delete User

1) User List

{8 wcalhostiocaldomain:1 (cjonec) - o x

sEBTELIO00TT

cjonec@localhosti/opt/JONECAgentCliants A/linux64 /bin

Gt View Seacch Terminal Help

eventRamark: “JONECStartupVB - eng lc"
}

69:19:34,642 INFO 1.c.1.].a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
loNSE

sondingTime: 1604456372675
useriistResponse {
status: 0
userInfo {
id: 2

user: "adnin®
userType: 1
groupCode: "VB_ 01"
needChangePassword: false
isLock: false
nun0fFailediuth: 0
lastFailedAuthDate:
passExpiredDate: 0

User List

°

2) Add User
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@ kocalhostiocaldomain: 1 (cjonec) - o X

cjonec@localhost//opt/JONECAgentCliants. A/linux64 bin
File Edit View Seacch Terminal Helg

aventRemark: FIONECStartupVB - eng lc"
}
69:19:34,642 INFO 1.c.1.].a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
loNSE

sondingTine: 1604456372675
usert.istResponse {
status: @
userInfo {
id: 2
user: "adnin®
userType: 1
groupCode: "VB_ 01"
needChangePassword: false
isLock: false
nun0fFailediuth: 0
lastFaileduthDate:
passExpiredDate: 0

User List

°

Userid | ]

user1d | I |
User Type C1s Admin

Temporary Password I
Re-type Temporary Password

3) Reset Password

(@ Kocalhostiocaldomain: 1 (cjonec) - o X

N clonec@localhost/opt/JONECAgentCliantd.4Ainuxs4 /bin

Fle Edit View Seacch Terminal Help

eventRamark: “JONECStartupVB - eng lc*
}

69:19:34,642 INFO 1.c.1.].a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
loNSE

sondingTime: 1604456372675
usertistResponse {

status: 0

userInfo {

id: 2

user: “adnin®
userType: 1
groupCode: "VB_ 01"
needChangePassword: false
isLock: false
nun0fFailediuth: 0
lastFailedAuthDate:
passExpiredDate: 0

User List

°

Reset Password

New Password |
Re-type New Password |

4) Delete User

PANDUAN INSTALASI & PENGGUNAAN- APLIKASI JONEC AGENT 32



@ kocalhostiocaldomain: 1 (cjonec) - o X

sWBCELI00TT

cjonec@localhost//opt/JONECAgentCliants. A/linux64 bin

File Edit View Seacch Terminal Helg

eventRamark: “JONECStartupVB - eng lc*

}
69:19:34,642 INFO 1.c.1.].a.c.g.JAClientTray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
loNSE

sondingTine: 1604456372675
usert.istResponse {
status: @
userInfo {
id: 2
user: "adnin®
userType: 1
groupCode: "VB_ 01"
needChangePassword: false
isLock: false
nun0fFailediuth: 0
1astFailedAuthDate: 0
passExpiredDate: 0

User List

roup Co..[Need Cha... _Lock

Add User
Reset Password User

(@ tocathostiocaldomain: 1 (cjonec)

aXocu.007

cjonec@localhost:/opt/JONECAgentCliants Aflinux64/bin
File Edit View Search Terminal Holg

eventRemark: “JONECStartupVB - eng lc*
}
69:19:34,642 INFO 1.c.1.].a.c.9.JACUient Tray [nioEvantLoopGroup-2-1] msg => jaMessageType: USER_LIST_RESP
JONSE

sandingTima: 1604456372675
usert istResponse {
status: 0
userInfo {
id: 2
user: "admin®
userType: 1
groupCode: "VB_61"
needChangePassword: false
istock: false
numOfFailedAuth: O
lastFailedAuthDate:
passExpiredDate: O

Delete User

- Are you sure to delete user; admin

(o] (e |

User List

3.2.2.8.2 Admin-Manage IP
Fitur untuk keperluan manage user yang diperbolehkan untuk login JONECAgentClient8.4.
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(@ kocalhostiocaldomain: 1 (cjonec) - o X

SEUBTELIOO0T
e L

cjonec@localhost:/opt/ JONECAgentCliants 4/inuxB4/bin
Flo Edit View Search Terminal Help
userTypa: 1
groupCode: "VB_01"
needChangePassword: false
isLock: false
nun0fFailadAuth: 0
1astFailedAuthData:
passExpiradDate: 0

°

}
09:24:69,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
E3

sendingTime: 1604456647736
ipListRespanse {
status: @
ipInt
1

1p: "192.168.56.101"
groupCode: “VB_61"

w |
i | ® | Group Code
1]192.168.56.101 VB 01

[cjonec@locathost/opt/ JONECA...

(@ tocathostiocaldomain: 1 (cjonec) - o X

2MBRLI00T

cjonec@locathost/opt/JONECAgentClinnt8. 4 linux64 bin
File Edit View Search Terminal Helg

userType: 1

groupCode: "VB_61"

needChangePassword: false

isLock: false

num0fFailedAuth: 0

1astFailedduthDate: ©

passExpiredDate: 0

}
09:24:09,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
E

sendingTime: 1684456647736
ipListResponse {
status: @
iplnfo {
A 1
ip: “192.168.56.101"
groupCode: “VB_61"
2}

} w |

d | 3 Group Code
" 1]192.168.56.101 MB_01
Add P
Edit 1P
Delete 1P

1) Add IP
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(@ kocalhostiocaldomain: 1 (cjonec) - o X

cjonec@localhost:/opt/ JONECAgentCliants 4/inuxB4/bin
Filo Edit View Search Terminal Hel

userTypa: 1

groupCode: "VB_01"

needChangePassword: false

isLock: false

nun0fFailadAuth: 0

1astFailedAuthData: 0

passExpiradDate: 0

}

09:24:69,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
E3

sendingTime: 1604456647736

ipListRespanse {

status: @
iplnt
1

1p: "192.168.56.101"
groupCode: “VB_61"

w |
i | ® Group Code
1]192.168.56.101 VB 01

[cjonec@locathost/opt/ JONECA. .

2) EditIP

@ kocalhostiocaldomain: 1 (cjonec) - o X
sEBRLO00T
D

o o cjonec@tocalhost:/opt/JONECAgentCliants A/linux64 bin

Filo Edt View Search Terminal Help
userTypa: 1
groupCode: "VB_01"
needChangePassword: false
isLock: false
nun0fFailadAuth: 0
1astFailedAuthData: 0
passExpiradDate: 0

}
09:24:69,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
E3
sendingTime: 1604456647736
ipListRespanse {

status: @

ipInta {

1d: 1

1p: "192.168.56.101"
groupCode: “VB_01"

Edit IP

WP [152168.56. 101

3) Delete IP
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{8 wcalhostiocaldomain:1 (cjonec) - o x

SWBCELIO00TT
e

cjonec@tocalhosti/opt/JONECAgentCliants A/linux64 bin

o Edt View Seacct Help
userTypa: 1

groupCode: "vB_o}*
needChangePassword: false
isLock: false
nun0fFailadAuth: 0
1astFailedAuthData: 0
passExpiradDate: 0

}
09:24:69,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
E3

sendingTime: 1604456647736
ipListRespanse {

status: @
ipInfo {
d:

Delete IP

. Are you sure to delete ip: 192.168.56.101

(o] (e |

id: 1
1p: "192.168.56.101"
groupCode: “VB_61"

3.2.2.8.3 Admin-Manage APP Instance
Fitur untuk keperluan Manage App Instance dari JONEC Agent Client.

Pengelolaan Manage App Instance, antara lain: Add App Instance, Edit App Instance,
Delete App Instance dan View App Scripts.

Untuk View App Scripts dapat dilakukan antara lain: Add App Scripts, Edit App Script dan
Delete App Script.

(@ tocathostiocaldomain: 1 (cjonec) - o X

2MBSELI00T

AgentClient8.

File Edit View Search Terminal Help
userType: 1
groupCoda: *VB_01"
neadChangePassword: false
isLock: falsa
numOfFailedAuth: 0
lastFailedAuthDate: 0
passExpiredDate: 0

}
| i
89:24:09,717 INFO i.c.i.j.a.c.g.JAClientTray [nioEventLoopGroup-2-1] msg => jaMessageType: IP_LIST_RESPON
SE
sendingTime: 1604456647736
ipListResponse {
status: @

ipInta {

1d: 1
ip: “192.168.56.101"
groupCode: “VB_61"

Disconnect from JONEC Agent

JONECMain - JONECMain

Switch App to

JONEC Process

EngneView
LogAnalyzer

RSACUent

HouseKeeping

Manage User

L o CAKRATECH SECURITIES INDONESIA (VBO1)

Signed In: admin

EWARQR App Sctisd.ac Login date: 4 November 2020 08:34:39

Quit

1) App Instance List
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{8 wcalhostiocaldomain:1 (cjonec)

cjonec@tocalhosti/opt/JONECAgentCliants. A/linux64 bin

File Edit View Seacch Terminal Hel

IST_RESPONSE
sendingTime: 1604456898362
appInstancelistResponse {
status: @
sppInstanca {
1d: 1

“JONECMain"
“JONECMain"
~/opt/JONEC84-DC1"
1

}
appInstance {
id: 2

apphame: “JONECDRC"

appDesc: “JONECDRC"

appPath: "/opt/JONEC84-DC2"
appType: 1

active: false

2) Add App Instance

App Instance List

App Name | i

dﬂnam' AppDesc | App Path | AppType | Actve
| 1JONECMain__JONECMain /optJONECBA-DCT 1 BV ]
i‘nﬁﬁ—scuﬁc JONECDRC PUIONECBA-0C2 T V-

{8 wcalhostiocaldomain:1 (cjonec)

SMBCELIOO0TF
e

cjonec@localhosti/opt/JONECAgentCliants A/linux64 bin

File Edit View Seacch Terminal Hel

IST_RESPONSE
sendingTime: 1604456898362
appInstancelistResponse {
status: @
sppInstanca {
1d: 1

“JONECMain"
"JONECMain"

: "/opt/JONECB4-DC1"
1

active: true

}
appInstance {

“JONECDRC"
“JONECDRC"
"/opt/JONEC84-DC2"
1

apphame:
appDes
appPat
appTyps
active:

false

App Instance List

Delete App Instance.
View App Script:
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{8 wcalhostiocaldomain:1 (cjonec) - o x

SMBRLO00T
e

cjonec@tocalhosti/opt/JONECAgentCliants. A/linux64 bin

File Edit View Seacch Terminal Hel

IST_RESPONSE
sendingTime: 1604456898362
appInstancelistResponse {
status: @
sppInstanca {
1d: 1

“JONECMain"
“JONECMain"
~/opt/JONEC84-DC1"
1

active: true

}
appInstance {
id: 2

appName: “JONECORC"

appDesc : “JONECORC"

appPath: "/opt/JONECB4-DC2"

appType: 1 App Instance List

active:

App Name |

d_App Nam:
S T

2JONECDRC __JONECDRC OptJONECBA-DC2

Add App Instance
App Name
App Desc
App Path |
AppType
Default Active L] Active

o] oo ]

[cjonec@iocalhost/opt/JONECA... 1/4

W

3) Edit App Instance

(@ Kocalhostiocaldomain: 1 (cjonec) - o X

SMBCELIO00T
A

cjonec@tocalhost:/opt/JONECAgentCliants A/linux64 bin

File Edit View Seacch Terminal Hol

IST_RESPONSE T4
sendingTime: 1604456898362
appInstancelistResponse {
status: @
sppInstanca {
1d: 1

“JONECMain"
“JONECMain"
“/opt/JONEC84-DC1"
1

active: true
}
appInstance {
id: 2
“JONECDRC"

“JONECDRC"
"/opt/JONEC84-DC2"
1

apphan
appDes
appPat
appTyps
active:

App Instance List
false

App Name |

op Path
SHiECEA DG

opt)ONECBA-DC2

Edit App Instance

App Name  [[ONECHMain
: -

App Desc
App Path
App Type
Dofault Active 7] Active

[Cox ] [cance ]

4) Delete App Instance
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{8 wcalhostiocaldomain:1 (cjonec) - o x

cjonec@tocalhosti/opt/JONECAgentCliants. A/linux64 bin

Filo Edt View Search Termina
IST_RESPONSE
sendingTime: 1604456898362
appInstancelistResponse {
status: @
sppInstanca {
1d: 1

“JONECMain"
“JONECMain"
~/opt/JONEC84-DC1"
1

}
appInstance {
id: 2

apphame: “JONECDRC" Delete Appinstance

appDesc: “JONECDRC"

appPath: "/opt/JONEC84-DC2" 5

appType: 1 ' Are you sure to delete appinstance: JONECMain App Instance List

active: false

App Name |

(o] (e |

5) View App Script List

(@ Kocalhostiocaldomain: 1 (cjonec) - o X

SMBCELIO00T
e

cjonec@tocalhost:/opt/JONECAgentCliants A/linux64 bin

FRe Edt View Seacct) Tormiosk: Holg
scriptbesc ? “JONECStartupyB®
scriptPath: */opt/JONECB4-DC1/11nux64/bin/JONECSTartupVB.sh”
appNama: “JONECMain®

sopScript {
1d: 2

scriptTypa: “JONECStartup"

scriptame: "JONECStartupVx"

scriptDesc: “JONECStartupVx"

scriptPath: "/opt/JONECB4-DC1/1inux64/bin/JONECStartupVX.sh”
apphame: “JONECMain"

appScript {
id: 3

scriptType: “ELTService"
scripthane: “ELTService"
scriptDesc: “ELTService"
scriptPath: “/opt/JONECBA-DC1/Linux64/bin/ELTService.sh” App Seript List

apphame: “JONECMain

1d]_Script Name | Script Type | Script Desc_| Script Path
1JONECStartupVB_[ONECStartup JONECStartupV JoptJONECEA-OC1 inunsa/binONECStartupve.sh OriECMain

2|JONECStartupvX. IONECStartup JONECStartupVX opt/ONECB4-DC1 finux64/binONECStartupvi.sh ONECMain
3[ELTService ELTService [ELTSenvice Jopt/ONEC84-DC i TSendce.sh |ONECMain

6) Submenu App Script List
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{8 wcalhostiocaldomain:1 (cjonec)

cjonec@localhosti/opt/JONECAgentCliants. A/linux64 bin

scriptDesc: “JONECStartupVB"
scriptPath: */opt/JONECB4-DC1/11nux64/bin/IONECSTartupVB.sh”
appNama: “JONECMain®

sopScript {
1d: 2

scriptTypa: “JONECStartup"

scriptame: "JONECStartupVx"

scriptDesc: “JONECStartupVX"

scriptPath: /opt/JONECB4-DC1/1inux64/bin/JONECStartupVX.sh”
apphame: “JONECMain"

appScript {
id: 3

scriptType: “ELTService"
“ELTService"
“ELTService"
ptPath: “/opt/JONECB4-DC1/11nux64/bin/ELTService.sh™
apphame: “JONECMain"
}

7) Add App Script List

App Script List

Keyword |

3ELTService

Eo Edit App Script

Script Type | Script Desc | Script Path
ORadd App Script  PPYS [oPUIONEC8E.DC e

LpVX [fopt/JONEC84-DC
RJONECEA OC TSenice.sh

Delate App Script. |

(@ Kocalhostiocaldomain: 1 (cjonec)

sWMBCELIO00T
e

N cjonec@tocalhost:/opt/JONECAgentCliants A/linux64 bin

scriptDesc: “JONECStartupVB"
scriptPath: */opt/JONECB4-DC1/11nux64/bin/JONECSTartupVB.sh”
appNama: “JONECMain®

sopScript {
id: 2

scriptTypa: “JONECStartup"

scripthame: “JONECStartupVX"

scriptDesc: "JONECStartupVX"

scriptPath: "/opt/JONECB4-DC1/1inux64/bin/JONECStartupVX.sh”
apphame: “JONECMain"

appScript {
id: 3

scriptType: “ELTService"
scriptNam: “ELTService"

scriptDesc: “ELTService"

scriptPath: “/opt/JONECB4-DC1/11nux64/bin/ELTService.sh*
appName: “JONECMain"

8) Edit App Script List

App Script List

Script Path  [ioptJONEC84-DC1AminG4/bin/

App Name  JONECMain

Script Type Script Desc Script Path Nar
OHEC Startup ONEC StartupVS /opUJONECEE-DC inux6 &/bin]ONECStartupve sh ONECMain
2JONECStartupVX_JONECStartup JONECStartupVX JoptIONECB4-DC1 finux6A/bInJONECStarupv.sh [ONECMain
3[ELTService ELTService [ELTSenvice lioptONEC84-DC1 i TSenice.sh JONECMain
Add App Script

Script Name | |

Script Type [ELTService >

Script Desc | |

|
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(@ tocathostlocaldomain: 1 (cjonec)

eMBELI00T

ciilpec@®localhost/opt/JONECAgentCliantd. AflinxB4/bin

Filo Edit View Seatch Terminal Helg

Ann inctance List

App Seript List

id ScriptName |  ScriptType |  ScriptDesc | Script Path
1JONECStartupVB_JONECStartup JONECStartupVB__ opt/JONEC84-DC1/AINux64/binONECStartupve. sh
2] artupVx_ JON CStartupVx__ Jopt;

ECStartup PLIONECB4 DC1/linurBa/bin]ONECStartupVx.sh
E— ce  [ELTSeice  ElTSenice  JoptJONECB4-DCL/Ainux64/bi

Edit App Script

Script Name [ELTService
Script Type  [ELTService
Script Desc  [ELTService
Script Path  [optJONECEA.DC) 6
App Name  [ONECMain

9) Delete App Script List

{8 wcalhostiocaldomain:1 (cjonec)

SMBCRO00T
e

cjonec@tocalhosti/opt/JONECAgentCliants. A/linux64 /bin

File Edit View Seacch Terminal Help

Delete AppScript

Ann.inctance List

' Are you sure to delete appScript: ELTService

[fes] (e |

App Script List

10) View App Scripts

PANDUAN INSTALASI & PENGGUNAAN- APLIKASI JONEC AGENT 41



{8 wcalhostiocaldomain:1 (cjonec)
sEBTELIO00TT

N erne@isceostiortiONRCAT st ARG

File Edit View Seacch Terminal Help

App Script List

d | ScriptName | ScriptType |  ScriptDesc | Sctipt Path Al

TjONECStartupvB JONECStartup __ JONECStartupVB _optJONEC84-DCL Ainux64/binjONECStartupve. sh

240 pVX p f artupVX_ JoptJONEC8A DCL/linux6 A/binJONECStartupv.sh
NECBA-DCLAINuBA/bINELTService.sh — JON

3.2.2.8.4 Admin-Manage App Scheduler
Fitur untuk keperluan Manage App Scheduler dari JONECAgentClient8.4.

localhostocaldomain:1 (cjonec) - 0o x
jon

eMBSELI00T

AgentClient8.

File Edit View Search Terminal Help

Disconnect from JONEC Agent

JONECMain - JONECMain

Switch App to
JONEC Process
EngineView
LogAnalyzer
RSAClient
Houseeeping
Audit Event

Manage User

Manage IP CAKRATECH SECURITIES INDONESIA (VBO1)

Manage App Instance

Signed In: admin
Login date: 4 November 2020 09:40:53

Quit
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{8 wcalhostiocaldomain:1 (cjonec) - 0 X

SEBTELIO00TF
S

3.2.2.9 Quit
Fitur untuk keluar dari JONEC Agent Client.

Sebelum melakukan Quit dari aplikasi JONEC Agent Client, lakukan stop untuk semua
JONEC Process:

- Stop ELT Service dan semua App Instance / JONEC Startup yang sudah aktif sebelumnya.
Dalam contoh di manual ini, lakukan stop berturut-turut:

- JONEC Process - JonecStartupVB - Stop JonecStartupVB Process

- JONEC Process - JonecStartupVX - Stop JonecStartupVX Process

- JONEC Process - ELT Service - Stop ELTService Process
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AgentClient8.

File Edit View Search Terminal Help

Disgonnect from JONEC Agent

JONECMain - JONECMain

Switch App to
JONEC Process
EngneView
LogAnalyzer
RSAClient
HouseKeeping
Audit Event
Admin

CAKRATECH SECURITIES INDONESIA (VBQ1)

Signed In: admin
Login date: 4 November 2020 09:40:53
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4 Panduan Uninstall Aplikasi

4.1 Uninstall Aplikasi JONECAgentServer8.4

Uninstall JONECAgentServer8.4 bisa dilakukan melalui.

Login sebagai root ke host remote access JONEC dengan aplikasi yang tersedia.
Pada console user root, berturut-turut lakukan :

[root@localhost remoteaccessJONECLinux]# cd /opt/remoteaccessIONECLinux

[root@localhost remoteaccessJONECLinux]J# dos2unix ./uninstallJONECAgentServer8.4.sh
&&chmod +x ./uninstal JONECAgentServer8.4.sh && ./uninstallJONECAgentServer8.4.sh

4.2 Uninstall Aplikasi JONECAgentClient8.4
Login sebagai root ke host remote access JONEC dengan aplikasi yang tersedia.
Pada console user root, berturut-turut lakukan :

[root@localhost remoteaccessJONECLinux]# cd /opt/remoteaccessIONECLinux

[root@localhost remoteaccessJONECLinux]# dos2unix ./uninstal lJONECAgentClient8.4.sh &&
chmod +x ./uninstallJONECAgentClient8.4.sh && ./uninstal JONECAgentClient8.4.sh
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